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ABSTRACT

In this paper, an identity-based key agreement system and its implementation for mobile telephony in GSM and
UMTS networks is presented. The use of telephone numbers as public keys allows the system to piggyback much of the
security overhead for key management to the existing GSM or UMTS infrastructure. The proposed approach offers
solutions to the problems of multi-domain key generation, key distribution, multi-domain public parameter distribution and
inter-domain key agreement. The feasibility of the approach is illustrated by presenting experimental results based on
smartphones. While it is possible to implement end-to-end encryption of mobile phone calls based on a Public Key
Infrastructure (PKI), the complexity of setting up and using a PKI is prohibitive, especially since many users of mobile
phones are not well versed in cryptographic procedures and are quickly overwhelmed when confronted with public and

private keys, certificates, signatures and revocation lists.
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